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What are the biggest security challenges 

facing organizations in 2026?



Denial
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Published Vulnerabilities - CVE.org





Run SQL – Insert Examples

Available in ACS 1.1.9.9



A Simple Google Search …



AI Mode



Microsoft Copilot – Using SQL



Where Do I Start? 

▪ IBM i Security Discovery Services

Security Assessment Penetration Test

• IBM i SQL data collection

• Visibility across entire security configuration

• Identify risks and make recommendations

• Manual testing process from inside network

• Validate cybersecurity controls

• Drive conversations with management



Artificial Intelligence (AI) 



AI will Solve Everything
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Considerations when Developing AI Models

▪ Data can’t be ‘unlearned’

▪ What are your organization’s models being trained on?

▪ Do your developers know the laws and regs they must 

comply with?

▪ Do you have clear policies and development procedures to 

in place to ensure your AI implementation is ‘secure by 

design’?



Shadow AI

Use of AI outside 

of the knowledge of IT

https://www.secureworld.io/industry-

news/nca-report-humans-cyber-risk 
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Costs of Organizations Ignoring Security for AI

Global average cost of a data 

breach = $4.44M

Additional cost when the breach is attributed 

to shadow AI = $670K

97% of organizations with AI-related breaches 

say they lacked proper AI access controls

Source: IBM / Ponemon Institute’s Cost of a Data Breach 2025



Controlling data access at the source

Proliferation of shadow AI validates business case for 

implementing stronger controls for SQL, IFS, others

IBM i risks:

- Unsecured *FILE objects

- IFS NetServer shares to /root

- Network services override “Limited Capabilities”

Controls:

- Exit point logging and access controls

- NetServer authorization lists

- Limit number of powerful profiles



Agentic AI

Finance

HR

Procurement

IT



Agentic AI

▪ Is security considered when agents are being created?

▪ Configure agents with least privilege access

▪ Do all agents really need to talk to one another?

▪ https://www.darkreading.com/remote-workforce/ai-vulnerability-servicenow 

▪ How will you detect inappropriate behavior?

▪ Are agents logging their actions and are they in compliance with laws and regs?

▪ Will make more sophisticated social engineering attacks

▪ https://www.securityweek.com/how-hackers-manipulate-agentic-ai-with-prompt-engineering/ 

▪ Vibe hacking

▪ https://www.bankinfosecurity.com/event-horizon-for-vibe-hacking-draws-closer-anthropic-warns-a-29339 

▪ https://www.bankinfosecurity.com/coder-builds-malware-in-week-ai-help-a-30576 

▪ On the other hand, it can make detection and patching quicker

▪ https://www.darkreading.com/application-security/gen-ai-accelerates-triage-of-software-vulnerabilities 
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Agentic AI

▪ There’s a query behind every agentic interaction

▪ IBM’s solution for exposing IBM i DB to the agentic 

ecosystem: Mapapire

▪ Mapapire is effectively ODBC

▪ Well-known IBM i ODBC security concerns:

▪ Bypasses application security

▪ Access to ANY *PUBLIC CHANGE/ALL *FILE object (data)

▪ Ability to call CL commands even with Limited Capabilities UP



Agentic AI

▪ Best practices for Agentic AI visibility and control

▪ Based on customer R&D

Control

Agentic AI user profiles:

• One profile per agent

• Least privilege access

• Non-interactive logon

• Limit access to *SQLSRV

• Control SQL verbs

• Block FTP, IFS, others

Visibility

What are my agents doing?

• *SQLSRV exit points

• All exit points – detect out of scope

• Security Audit Journal

• Outbound SK records to API hosts

• OS actions outside of Agent scope

• Use data mart to control storage size



Current AI Reality

Image created with Microsoft co-pilot 1/19/2026



Lack of Visibility into IBM i Activity



Focused only on IBM i





The Answer to Lack of Visibility?

▪ Send IBM i information to your SIEM

▪ And/Or set up alerts of inappropriate activity, for example:

▪ Attempts to sign on with ROOT or ADMIN

▪ Jobs started with an external IP address

▪ Changes to specific fields in specific files



Social Engineering

▪ Helpdesk resets

▪ https://www.secureworld.io/industry-
news/workday-crm-data-breach 

▪ Sense of urgency or ‘emergency’ 
situation (Vishing)

▪ https://www.secureworld.io/industry-
news/saas-under-siege-shinyhunters-
data-extortion 

▪ Deepfakes are making social 
engineering harder to recognize

▪ Malware inserted into AI summaries

▪ https://www.bankinfosecurity.com/ai-
summaries-new-vector-for-malware-a-
29299 
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AI Security Video Resources - fyi

▪ Shadow AI, ‘Identification crisis’

▪ https://techchannel.com/techtalk-smb/george-totev/ 

▪ Digital twin

▪ https://www.bankinfosecurity.com/ai-worker-digital-twins-pose-

new-insider-threats-a-29238 
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Listing Inactive Profiles with SQL

28

Make sure you're looking at the right date. Last used, NOT last sign-on!



Use MFA to Help Prevent Attacks

Additional Factor field added to all sign on displays once system is enabled for MFA and IPLed



MFA Considerations

▪ While not perfect, MFA can help prevent many breaches – 

especially social engineering attacks.

▪ See Verizon’s 2025 DBIR (Data Breach Investigations Report)

▪ Note: Kisco’s MFA solution exists prior to IBM i 7.6



Insider Threat

https://www.bankinfosecurity.com/fraud-tops-ransomware-in-wefs-

2026-cybersecurity-outlook-a-30561 
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Take Heart! IBM i is …

Secure-able

But you need visibility 

into what’s happening! 



What Do We Do…?



Roadmap to get and stay secure

Discover Remediate Operate

Establish a security baseline 
and develop a roadmap to 
guide security operations

Prioritize roadmap based on 
testing results and execute 
projects to align security

Monitor everything and pro-
actively audit and alert to 
ensure ongoing compliance

• Penetration Testing
• Security Assessment
• Exit point audit

• Project consulting
• Kisco audit software

• Managed security
• SOC/SIEM integration
• Kisco Concierge
• Software for IBM i monitoring, 

data protection and audit

Security Software Portfolio

SafeNet
Use exit points to log and control 

access to FTP, SQL, IFS and 

more. Includes MFA ransomware 

detection

iEventMonitor
Real-time monitoring and alerting 

of system and security events. 

Includes SIEM support and task 

automation.

iSecMap
Monitor security configuration 

against baseline policies to 

ensure ongoing compliance

iFileAudit
Uses IBM i database journals to 

capture and report on changes to 

critical or sensitive data.



For More 

Information 

35

IBM i Security Administration and Compliance, 3nd 

edition, by Carol Woodbury, 2020 available from 

Amazon or MCPress Bookstore

Mastering IBM i Security – A Step by Step Approach by 

Carol Woodbury, 2022 available from Amazon or 

MCPress Bookstore

Whitepaper: Securing IBM i: A Dual Responsibility

Kisco U – free articles and tutorials, for example …

https://www.kisco.com/u/content/subscribe-to-ibm-

notifications-for-ibm-i.html 

    Contact Kisco Systems: sales@kisco.com

https://www.amazon.com/IBM-i-Security-Administration-Compliance-ebook/dp/B09ZQ4XG9R/ref=sr_1_1?crid=2RKVFHJCIWRJY&dib=eyJ2IjoiMSJ9.H62UQN1xXZvDkgrrcAz6hJAPUz5kNq_n0R81nahBBMx2kDclC6SE4nhdsTfDtR64Fv3mn4KFSzn8MbHBeL9xsJA3R5KNa9PFZ8HsGDrfCAhjWMNhAIaht4_16QsVgXSaMh1LXtSq3B0EjnluqaEWrkVsfmkxR1HeH14nxCCfjEKNaY05vkCc-TX_0T0mYZIHV2SSglhhuTG0adTxGkr7XZn80-xmTqj5wfVg_d_9M0A.T1o-apkr8Yim20B8OWtitmG6Y_lHXjbVceJSWEDtbLA&dib_tag=se&keywords=carol+woodbury&qid=1709753344&s=books&sprefix=carol+woodbury%2Cstripbooks%2C185&sr=1-1
https://www.amazon.com/Mastering-IBM-Security-Step-Step/dp/1583479007/ref=sr_1_2?crid=3B4183MQ8CKE&dib=eyJ2IjoiMSJ9.H62UQN1xXZvDkgrrcAz6hJAPUz5kNq_n0R81nahBBMx2kDclC6SE4nhdsTfDtR64Fv3mn4KFSzn8MbHBeL9xsJA3R5KNa9PFZ8HsGDrfCAhjWMNhAIaht4_16QsVgXSaMh1LXtSq3B0EjnluqaEWrkVsfmkxR1HeH14nxCCfjEKNaY05vkCc-TX_0T0mYZIHV2SSglhhuTG0adTxGkr7XZn80-xmTqj5wfVg_d_9M0A.KXG4OP_In-MLcT-bMMIWtxR7mHNEdbL8ls1Q8reRsc4&dib_tag=se&keywords=carol+woodbury&qid=1709753400&s=books&sprefix=carol+woodbury%2Cstripbooks%2C157&sr=1-2
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